N15ATUIY IP ag Subnet Mask

51217ANLFINAU P Address Class shaqfuriau aedisisnun 5 Class usifitesldviluagiiey 3
Classtitadesanisvianudila ( 1 byte = 8 bit)

Class A

sggnimusliiuszuuiieteitvualvginniifidsuiu Computer agdudiaumin

- Byte usn( 8 bit) azgniuliifu Network Address wa 3 Byte(24 bit) e azgnldidu Host
Address

- bit Tu Byte wsnazdiosiandu que waue dwdn 7 bitfimdelu Byte wsnazgnldamay

Uy Network Adress

- 1 Byte usnidu 1 - 126 uanadndu IP Address Class A

- warazdl Subnet Mask 1Ty 255.0.0.0

WYY UEABY 11111111.00000000.00000000.00000000

Class B
ingniluldly Network UNANANEUAIVETIT Computer WNNOELADS

- 2 Byte (16 bit) wsnaggnldilu Network Address wagdn 2 Byte (16 bit) axgnldilu Host
Address

- 2 bit wsnlu Byte usn axdeslrndu 1 0 amuddu dwdn 1abit fivdslu 2 byte usnazgnld
Ay Network Address

- i1 Byte usnwlu 128 - 191 wang3ndu IP Address Class B

- uazazdl Subnet Mask 10w 255.255.0.0

WU9IUEDY 11111111.11111111.00000000.00000000

Class C
ngnimualiiiuszuy Network Affuuadn wagdl Computer lsisnndin

- 3 Byte wsn (24bit) aggnlHidu Network Address wazaau Byte(8 bit) gavineazldilu Host
Address

- 3 bit Tu Byte usn desiiandu 1 1 0 muddu daw 21bit Awndoavgnlduudu Network

Address

- i1 Byte wsnudu 192 - 223 uanaandu IP Address Class C



- wazazdl Subnet Mask 1u 255.255.255.0

WU9UEADY 11111111.11111111.11111111.00000000

Class D

ayliignimueunleiu Computer 913U uiaglddmsunisduoyanuudadaan(Multicast)ves

Application(@ulunisdsanasesiunimisludinguveaeselats nangunis udlillannieios

Tu Network segment 1)

Class E

\Ju Address fignaaauly dslallagnldeuass usenagnldlueunn

WMALANISAIUIN
255.255.255.255 TuusagByteazninu 8 bit

255.255.255.255 iesiuanuafagiviiiu 32 bit

Suannlang 192.168.1.43 /27

nlandlyindansil Byte usn Ao 192 15719¢3liasdndu IP Class C

Y

- &3 Class C agisusud 24 bit Sleeeals

255.255.255.0 3 byte wsnidudunsishuauiniu 24 bit(1Byte=8bit)

Taelang Tviun 27 Tisen bit 1Susuwes Class 11au

27 - 24 = 3
39
255.255.255 XXX
[8]+ [8]+ [8]+[3]= 27
USIVIAUL AB Subnet Mask

U5591Ma19 ABINUIU Host

1238 192 224 240|

248|

252

254 255

123] 64| 32| 16|
BR{S0

PAINTLIIAIUIULS bit UAIAD 3

8|

4|

2| 1]



Tvuld 3 Y¥e9angneluvnn f9ti /27 = 224 fatu Subnet Mask Aa 255.255.255.224
MOUIABNINTINIIUIUVDY Available Host

Huld 3 Yeaniloufuusisazingussvinarsunuiaeussviai 2 aglé 32 Host

(%
v Y

fAatiu Block Size (15091147U Host) Wi 32

Aousfumiusedn 43 91nlang 192.168.1.43 Tuegnssainlnuves Block
n13¥1 Summarize Apnsway network TAlanas

Subnet iy a¥dl 256 IP w@ungeEAINS UL Host Aildunde 32

1R8N + V1A 32 YSOLAILAIDNITVDILABYAL Y50 Yiadudl 32 uDY 256
Suduil 0,32,64,96,128,160,192,224

Ffisiiufe Block Tuusiay Block

Block 0, Block 32, Block 64 ,Block 128, Block 160, Block 192, Block224
faidu 43 azogflu Block 32

IP Tu Block 32 fife IP 32 fis IP 63

Houns19zn P druiuazinefilu Network IP uwag Broadcast wiei3unsau Subnet Zero

oo

AFaAAD 32 AU 63

Q_)E

!
=

%9 32 Afe Network IP
63 Aif® Broadcast
a1 IP Algaule 13as1diuiwan Client

A IP 33 D4 62

Unfi IP fifavineves Block aglaianunsaldauls
%3 Cisco 9¢138n11 Subnet Zero (FiorluAuanuluiargiu 2 agwiniu 00000000 )
wiszauiiazidu Network IP Usedn Block dauvineazidu Broadcast Usedn Bloc
GRIGE!

Network IP Al 192.168.1.32

Broadcast @9 192.168.1.63

wag 1P fianunsaldaulélu Block e 192.168.1.33 &4 192.168.1.62/27



Lab 1 Basic Config

Tu Lab 3ga8u1e Config Command #1997l Router way Switch 483 Cisco 1AIINIIV kazAIs

i lUuuildnuuugunsalnnagtd dsaznaniaitasieelu Basic Config Msvun

Basic Conlig

1 Hostname )

2 Line Console 192.168.1.254 /24 = 192.168.2.254 /24

3 Enable Password ] oy fo/1

4linable Searet £0/0 Rté):::ro

5. Lirne Vty (telriet)

6 Baruver motd

TAnterface

ot T K e
"co b PCPT bcs
192.168.1.1 /24 192.168.1.2 /24 192.168.2.1 /24 192.168.2.2 /24
5 44l 1
i
1.Hostname

2.Line Console

3.Enable Password

5.Line Vty(telnet)

6.Banner motd (message of the day)

7.Interface Port ( Ethernet , Fastethernet , Serail )



9518 Mode fne9quugUnsal Cisco Command V14 TuN151UasU TR

Interiace Conficuration

rods, type
configureterminal
and entsr

From global Configuration
mode, specily an
interface
and enter!

Roer{zonfic

Foer [ Confg-ine

Command Mode| Access Method Prompt Exit Method
Liser EXEC Log in Router= use the exit command
Frivilsged EXEC Froam user EXEC | Roiterd To retarnta Lioer EXESC,
usz enable Command type disable and enter
Glokal confguration From privileged EXEC

Torelurnio priviegod EXEC
use the ewit or end
command o préess Cin-Z

To returnto the globsa!
configuration jus type exit
and enter and loreturnto
preslensd mode,

uge e extt or end
commend o press Cirl-Z

NgUABAUIIUA 4 Mode ausiay Mode tufagd command Tunns access unnsinafiu

wae command Tun1s exit Auanansiumensgun 2

EX.1

Router>  ( user exec mode )
Router>enable

Router# ( priviledge exec mode)

Router#configure termi

Router(config)#

nal

Router(configitinterface f0/0

Router(config-if)#

Basic Config step by step

1. 91037 1 Bininsangunsal Router 1 1 #1370 End Device tneidengu 2621XM wag switch

2960 31 2 ¢ PC 4 fawazseansliseusey

( global configuration mode)

(Interface configuration mode)




2. Mn3RaAn 1P Address Tinu PC 73 4 fagaguil 1

3. M3 Set Alsigunsal Router 2621XM il (Adin#i Router 1 adaudrndniluau CLI)

1. Hostname

- msasrsdie Hostname Tinugunsaltl wg a1unsamialu priviledged exec mode Wiy
Router>enable

Router#

Router#configure terminal

Router(config)#

Router(configi#hostname AAA

AAA(config)#

2. Line Console
- Wtelifie command #ldamiuase Password liwn Line Console tiadasriug liniamanualy

Config gUnsalAsat1eveus ( Line Console Aan1sunany Console Wdsumunasgunsaitiueg )

AAA(config)tline console 0
AAA(config-line)#password 1234
AAA(config-line)#login  ( @il unsd eldeu Line Console wnlsiil Command “login”

password 7lUl Line Console ﬁ%hhm\ﬁu)

3. Enable Password
- An5@319 Password 19iuA priviledge exec mode %3 ® admin mode #adun1s security foain

Line Console 3nwilatu
AAAttconfigure terminal

AAA(config)ttenable password 1234

4. Enable Secret

- NN585719 Password T9iln priviledge exec mode #38 admin mode W@uLAgNAuiU Enable
Password 3svniin1s Enable Secret 13 71 Enable Password fagliifnaviufl Ssuseleviivasnis
Enable Secret fio 13 Encrypt iawnswaly SsUasnsonin@aniinis show-running faziiu

[

&
PNU

enable secret 5 $1$mMERr$RchlbJIXMCXFtFBZI50/ ( &n1g Encrypt w3 ewdswald )



enable password 1234 ( laifin1s Encrypt @vhivasase )
AAA(configitenable secret 1111

5. Line Vty (telnet)

- 38§19 Password WA Line Vty %38 telnet Saiiuanuasndonsd Afanuandudedldnns
telnet iflaitan Config gunsaidus

AAA(confighiline viy 04 ( maximum is 0 15 Fawirduanunsasuldgeaaniondu 16 au )
AAA(config-line)#password 1234

AAA(config-line)ttlogin - (Wun1silaldaruwmileu Line Console )

6. Banner Motd (Message of the day)

- maasedorrudeusuiiefimaaldrugunsaifug Tnsermaudumsnanisesdniuie uitmi
11113 Config Qﬂﬂszﬁﬁafuﬂﬁﬁaawwﬁ‘]u Contact NSAAABAINE

AAA(config)tbanner motd #

Enter TEXT message. End with the character '#'

Welcome to kasetsart university

dlefinng Reload aunsalil uq Aaznudonnu “Welcome to kasetsart university” ety

WDudu

7. Interface
- n3ld IP Address #39n151Ua 91U command #1199 UL Interface 1u¢) Aosltnunilnunidlagii

1532y Interface %38 Port fina4n13 Config 1t Command menall

AAA(config)ttinterface fastEthernet 0/0 ( Access 111 f0/0 )
AAA(config-if)#ip address 192.168.1.254 255.255.255.0  (1d IP Address )
AAA(config-ifi#description link-to-lan-A  ( ld@d1e5une )

AAA(config-iff#no shutdown  ( 1Walee1u interface ‘ff)
AAA(config)ttinterface fastEthernet 0/1  ( Access 111 f0/1 )
AAA(config-if)#ip address 192.168.2.254 255.255.255.0  (1d IP Address )
AAA(config-ifi#tdescription link-to-lan-A ( ldA1e8une )

AAA(config-iff#no shutdown  ( Walee1u interface fglj)
AAA(config)ttinterface fastEthernet 0/1  ( Access 111 f0/1)
AAA(config-if#ip address 192.168.2.254 255.255.255.0 ( 1 IP Address )



AAA(config-if)tdescription link-to-lan-B ( Tda1e5une )

AAA(config-ifi#tno shutdown  ( Waldeu interface ‘ﬁy)
Command sins « fiddey

#show ip route (AT interface Iﬂﬁﬁiaagujﬁw C = Connect)
C 192.168.1.0/24 is directly connected, FastEthernet0/0
C 192.168.2.0/24 is directly connected, FastEthernet0/1
#show runrunning-config  ( A5I9@aUA" Config 71 Run a@jmau‘ﬁu}
#copy running-config startup-config  ( Jun1s Save A Confiig )

** n15au Command Huilalaglaa1in “ no” Tinunil 1y #no enable password

Clear Config Router
AAAt#terase startup-config

AAA#erase nvram: ( startup-confic #38 nvram: ldeedlnagrmils )
#show startup-config ( a9 Nauudd show grasliden Config laq e )
#reload

Testing

v
=

MA99INNIMING Config Lawiuligunsalingg uwalininis Ua-1Un Router Yuanlnailasiiinin
Juanuaanazhin Password 71 Line Console vufluagiilo enable Wanudfaginil Enable Secret
dnene Felvimaaauld PC telnet lUfvn interface ¥4 Router anul subnet uquas PC Aazfogin

Password é’fx‘igﬂ



ommand Prompt

mmand Line 1.0
.254

User Access Verification

Password:
AAA>en
Password:
AAA#




Lab3 Static Route

Static Route LU routing protocol fifwun AuvuafidluTud Router Liiouanlsd
Router N51U71 Ava packet 1UEs Subnet Address sings|az@asailumn Router @agalu(Next

Hop Address) fluu wseazli Router d@seanlunie Interface n

Lab 1. 14 Config Routing #e Static Route Ul Router R1,R2 U@ R3 w304 Client VJﬂLﬂ%@Q@f’eN
ansofnaaiule

JUuuv Config Static Route Uu Router CISCO

Router(configi#ip route Network-IP Subnet-Mask GW(Next Hop Address)

%79

Router(config)#ip route Network-IP Subnet-Mask Interface

PRNLUU network AN

e 44.44.44.9/29
oY (L e
®
Se/0f2 1XM

33.33.33.10/30 Server-PT

44.44.44.10/29

33,33.33.9/30
@G sen/t
222.222.222.222{30 @ 22.22.22.1/24 e (8
: ; S20/0,_ENiFol/1 Fal/1 :
RL 55 52070 222.222.222.221j30 \ sz_i > 23.22.22.10/24
Foof 264:{,0;0 2960-2

Ofs21xM

192.200.1.1/24
rao;/

111.111.111.1/2¢

22.22,22,2/24
B0=2
S\\'il\.l!‘}

PC-PT Server-PT “ec-pT Server-PT
192.200.1.2/24 192.200.1.10/24 111.111.111.10/24 111.111.111.20/24

9 Set IP Address mu3uUn1w uag Config WAN T Up uasfinsiariule n1elu Network wenfiuiiu

R 1#show interfaces s0/0

Serial 0/0 is up, line protocol is up (connected)



Hardware is HD64570
Internet address is 222.222.222.221/30

R 2#ping 222.222.222.222
Type escape sequence to abort.
Sending , -byte ICMP Echos to 222.222.222.222 , timeout is seconds:

Success rate is 100 percent ( 5/5 ), round-trip min/ave/max =3 /20 /40 ms

Lab Static route

R1(config)#ip route 111.111.111.0 255.255.255.0 222.222.222.222
R1l(config)#ip route 22.22.22.0 255.255.255.0 222.222.222.222
R1(config)#ip route 33.33.33.8 255.255.255.252 222.222.222.222
Rl(config)#ip route 44.44.44.8 255.255.255.248 222.222.222.222

R2(config)#ip route 192.200.1.0 255.255.255.0 222.222.222.221
R2(config)#ip route 44.44.44.8 255.255.255.248 33.33.33.10

R1#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

22.0.0.0/24 is subnetted, 1 subnets

S 22.22.22.0 [1/0] via 222.222.222.222

33.0.0.0/30 is subnetted, 1 subnets

S 33.33.33.8 [1/0] via 222.222.222.222

44.0.0.0/29 is subnetted, 1 subnets

S 44.44.44.8 [1/0] via 222.222.222.222



111.0.0.0/24 is subnetted, 1 subnets

S111.111.111.0 [1/0Q] via 222.222.222.222

C 192.200.1.0/24 is directly connected, FastEthernet0/0
C 222.222.222.0/30 is subnetted, 1 subnets

R2#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

22.0.0.0/24 is subnetted, 1 subnets

C 22.22.22.0 is directly connected, FastEthernet0/1

33.0.0.0/30 is subnetted, 1 subnets

C 33.33.33.8 is directly connected, Serial0/1

44.0.0.0/29 is subnetted, 1 subnets

S 44.44.44.8 [1/0] via 33.33.33.10

111.0.0.0/24 is subnetted, 1 subnets

C 111.111.111.0 is directly connected, FastEthernet0/0

S 192.200.1.0/24 [1/0] via 222.222.222.221

222.222.222.0/30 is subnetted, 1 subnets

C 222.222.222.220 is directly connected, Serial0/0

R3#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route



Gateway of last resort is not set
22.0.0.0/24 is subnetted, 1 subnets
S 22.22.22.0 [1/0] via 33.33.33.9
33.0.0.0/30 is subnetted, 1 subnets
C 33.33.33.8 is directly connected, Serial0/0
44.0.0.0/29 is subnetted, 1 subnets
C 44.44.44.8 is directly connected, FastEthernet0/0
111.0.0.0/24 is subnetted, 1 subnets
S111.111.111.0 [1/0] via 33.33.33.9
S 192.200.1.0/24 [1/0] via 33.33.33.9
222.222.222.0/30 is subnetted, 1 subnets
S 222.222.222.220 [1/0] via 33.33.33.9

fegnamans ping 91nLA3es Client flaglu LAN ves Router R1 ping U8 Server fioglu

LAN 484 Router R2 Anugusuans

pC>ipconfig

Default Gatewaye:ceveercecaeseess 192.200.1.1

PC>ping 44.44.
Pinging 44.44.44.10 with 3

44.44.44.10: bytes=3

4£.44.44.10: b 32 time=156ms TTL=1
Replj 44.44,44.10: b =32 time=135ms TTL=125
Reply from 10: bytes time=100ms TTL=125

Ping statistics for 44.44.44.10:
Packets: Sent 4, Received

Approximate round trip times in milli-se
Minimum = 100ms, Maximum = 156ms, AV

Lab4 Password Recovery on Cisco Switch
dmunsdlil fiveudu password Tun1sily config gunsal
Step N13 Password Recovery G\alﬂﬁfmmmﬁﬂmﬁ Cisco Catalyst Layer 2 5uU 2900XL/3500XL,
2940,
2950/2955, 2960 , 2970 Series wag Cisco Catalyst Layer 3 31 3550, 3560 wag 3750 Series



Step Password Recovery
1. 1@yuane console uagtun terminal U Hyper Termians \fie console 11 switch Tagny port
console
Tn Set A1 terminal fail

EJBkspersecond(baud)96OO

[ Data bits: 8

[] Parity : None

[] Stop bits: 1

[] Flow Control :Xon/xoff
dianfin Tunns console luumazgunsn Saumnensiu asfinu Data sheet 104 Product Huf
2. paaUdnves Switch oon
3. nAy Reset (munA3ns) Al Tussmnsfidisuudn Switch wiluls endlaszanas 10 Jundl
ke Uane ﬁ%mmsam switch laual Switch:
4. iy flash_init

Switch : flash_init

Issue the flash_init command.

switch: flash init
Initializing Flash...
flashfs[0]1: 143 f£ilss, 4 directories
flashfs[0]: 0 orphaned files, ¢ orphaned directories
flashfs[0]: Total byces: 3€12¢72
[0]: Bytes used: 2728472
flashfs[0]: Bytes available: 383200
flashfs[0]: flashfs fsck took 8¢ seconds
...cdone Initializing Flash,
00t Sector Filesystem (bs:) installeg, f£sid: 3
Parameter Block Filssystem (pb:) installed, £sid:

switch:

s

N

3
1
O
.
n

. - S g
roe @ 2900XKL switch., Outpul

SO by B Yer
111 vary slightly.

OB

5. fiyn load_helper
Switch : load_helper
Switch :

Switch : dir flash:

6. fim dir flash: azifiulia configtext Avlwa config 1199 gnifvlfiliad



Switch : dir flash:

Issue the dir flash: command.
Note: Make sure to type a colon "." after the dir flash.
The switch file system is displayed:

switch: dir flash:
Directory of flash:/

2 -rwx 1803357 <date> ©3500x1-c3h2s-mz .120-5.WC7.bin
!-—= This is the current vexrsion of softwvare.
= -rwx 1131 <date> config. text

- . . ¥ - - - %
-—= TRh1S 123 the configuration file.

5 -rwx 109 <date> info
3 -rwx 388 <date> env vars
7 drwx €40 <date> html
12 -rwx 10% <date> info.ver

403966 bytes available (3208704 bytes used)
switch:

!=—— This output is from a 3500XL switch. Output from
leme other switches will vaxy slightly

7.1 nsdifimesnisfiu config wiubine Tuvhnmswasudelnaudeduneuns set password 13 ua
lamsiuridu password e¢ls Aluanansawnanlssusiy

7.1 nsdifineanisifiu config wnlimie Twvhmswieudella  Wuledunau Wiefiagle
Tvanlathuiduunlv devinsunly config tuq
Switch : rename flash:config.text flash:config.old

7.2 nsdiflunesnsfiv config winly Aanunsaaulaae

Switch : delete flash:config.text

8. WU boot

Switch : boot

Issue the boot command to boot the sysiem

gwitch: boot

LOAding "Ilasn:ciSOuX1-CiNia~-mz, l20=5.WCT7.01n",, #3533 3043080432338 83832
EIREA43 LA EI LI IEIIEIATLATEIIELIILRIIEEIEITIILISSREc eI EA 43324343232
L R R R e e e e sl

File "flash:c3500xl-c3h2s-mz.120-5.WC7.bin" uncompressed and installed, encry po
int: 0x3000

executing. ..

!1--- Output suppresased.
lee= Th15 oUtpat 15 fxon & J500XL switch. Output from othar switchss

feee w21l vary slightly.



9. 8991 boot @3auar IuRuw no Y uuneu WewIns19gIn1g config Los

Enter "n" at the prompt to abort the intial configuration dialog.
--- System Configuration Dialog —--
At any point you may enter a gQuestion mark '?' for help.
Use ctri-c to ort configuration dialog at any prompet.
Default settings are in square brackets '[]°'.
Continue with configuration dialog? [yes/no]: n

' Lt Mo ! &
- 1YPC 137 EOK nO.

Switch>»

10. WUN enable Lﬁal,‘mg enable mode (tUu admin)
Switch>enble

Switch#

11. vmswasudelna config.old naunll config.text wilauau islalunisaslna config tnn
NAULIAY

Switch# rename flash:config.old flash:config.text

12. copy config A19¢ 1l Ram
switch#copy flash:config.text system:running-config

SW-1#//agdanaiiu config LANMNLAT 1iB331n hostname WWagy

13, nsunla password M199 LUYBAIINIUABINTG
SW-1#conf ¢
SW-1(config)ttenable password new password
SW-1(config)ttenable secret new password
SW-1(config)#line vty 0 4
SW-1(config)#tpassword new password
SW-1(config)#login
SW-1(config)#line con 0
SW-1(config)#tpassword new password

SW-1(config)#login



14. \deunly password 71199 a3 save config

SW-1#copy running-config startup-config



