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Prepare Configuration (R&S)

- Hostname {name}

. Gl%'ﬁm%’umsé%ﬁam%"mqﬂﬂmf

- Line vty 0 4

- Password {password}

- Login

o sasarudmsudh remote access gunsal
- Line con 0

- Password {passoword}

- Login

o dmiahudmsudhidoudedrs console port

Prepare Configuration (R&S)

- Enable password {password} << Low Security
- Enable secret {password} << High Security

o ssmiarhunewdhg Privilege Mode

« Banner motd ¢ {wording} ¢

- s Message of the day

- Banner login c {wording} c

- s Massage of Login

« Boot system flash {file path}

9
o damlignsaiiimsInan IOS
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Prepare Configuration (R&S)

- service password-encryption

« Encrypy password #ifu13lu configuration
« Ip host {name} {ip address}

o af19m1919 MAP szvie Hostname waz IP Address
+ Ip name-server {ip address}

« #sh IP Address vea DNS Server

* No ip domain-lookup

o Usgndanan e ldfdaia

« Line {vty | con} {0-4}

» Logging synchronous

« System alert s listudionnuiinouila 1y

Prepare Configuration (R&S)

» Ntp server {ip address}
« Clock timezone {Wording} {Hour offset} wugms
Uszmalneztiu Clock timezone TH +7 fudu

« nssd1 syn time #u NTP Server uaz Timezone

« Clock set {hh:mm:ss} << Privilege Mode

o dwmldeunsal lunsda il NTP Server

» Show clock

° @33 ULIA

- Logging buffer {Logging Size}

- i Logging Size wusaunsaiansguez i B3uus deainis
manual configurataion)
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Show Status (R&S)

« Show run

* asndouneuiiaiilfegilagiiu

« Show start

o asngevaeuilaildiinmam13us NVRAM
- Ship int brief

« Ship int {int name}

« Sh int {int name}

* asnasuaame interface

 Show history

o v Ay Y Y
° ﬁi’)ﬁ]ﬁﬂﬂﬂ"lﬁ\iﬂllﬂmﬂsl"]f

Show Status (R&S)

« Sh cdp neighbor

« Sh cdp entry {¥|name device}

o asmaeuitouthudis CDP

Sh arp

Sh mac-address-table

asnaou ARP Table na: MAC Address Table
Sh session

asnaen Session remote access fis19og

Sh logging

armaou logging v fuudginsel uazdeyanisds logging g
external device
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Setup WAN Interface

- Interfacce serial {number}
» Clock rate {number}

« a1 clock rate vu Interface Type DCE uiiosi1l#i
Clock vu WAN Interface

Routing (R & Switch L3)

- ip route network-address subnet-mask {next-
hop ip address | interface} {option AD value}
* 35aeuiln static route

« Sh run

- Ship route
* asmaey routing vu running config uaz g1 static
route feguu routing table
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Routing RIP (R & Switch L3)

- router rip

» network {network id}

- no auto-summary << Disable Auto Summarize

* version 2 << nséingesms1¥ RIP Version 2

Fredrumsaeuiln RIP version 2 (&desms V1 flideslddds
version)

- Router rip

« Network 192.168.0.0

» No auto-summary

 Version 2

Routing EIGRP (R & Switch L3)

- router eigrp {as-number}

« network {network id} u35e1¥ network {network id}
{wild card}

- no auto-summary << Disable Auto Summarize

fedumsaeuila Tasszyld AS Number i#u 100

 Router eigrp 100

« Network 192.168.0.0 w3» network 192.168.0.0
0.0.0.255 flduiu

» No auto-summary
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Routing OSPF(R & Switch L3)

- router ospf {process-id}

« Network {network-id} {wild-card} area {area
number}

fetramsnouila Tavseyld area wugud uaz process-id wu 1

 Rotuer ospf 1

« Network 192.168.0.0 0.0.0.255 area O

Verify Routing (R & Switch L3)

« Sh ip protocol

* asnmeums configuration wazmsianuves Routing Protocol
« Sh ip route {option IP Address}

* asnvaeumsn Routing Table

« Shrun

* asndouneuiiaildaned

- Ping {ip address}

* ayasvaniuzilaiema Taslds ICMP Protocol

« Traceroute {ip address}
* ayaeuduni ligiarema
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Verify Routing (R & Switch L3)

- Sh ip rip database

* asnasuaauzves Protocol RIP

- Sh ip eigrp neighbor

- Sh ip eigrp topology

- Sh ip eigrp interface

* asnasuaauzves Protocol EIGRP
- Sh ip ospf neighbor

- Sh ip ospf interface

- Sh ip ospf database

* asnasuaauzves Protocol OSPF

Configuration Switch

» Vlan {VLAN ID}

« Name {name of vlan} )

o fumddmiumsatins VLAN uazdase vlan uadmsu CISCO udile
sims Add Vlan 1%lduu Interface laqfow dszuvegsimsadia

VLAN %¥8aTusia
« Int {interface name} {interface number}
« Sw mod access
« Swacc vlan {VLAN ID}
e fegamsneuila Tasezszyli Fao/1 Wi VLAN 10
- Int fao/1
« Sw mod access
« Swacc vlan 10
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Configuration Switch

« Int {interface name} {interface number}

« Sw trunk encap {dot1q | ISL} << 1sjuaziiliidoniine
1%iu encapsulation laudtiulalifildiden Alisuiudesneuil
AussiiAg

« Sw mode trunk

o Wumsaouila Trunk eweude Uplink gaGadiou uaglu
Port Trunk fiessziflugii VTP szaunsatainla

Configuration VTP

 Vtp mode {Server | Client | Transparent}

 Vtp domain {name domain of VTP}

- Vtp password {Password}

o §rodrmsneuiln VTP 1%5uTnua Server iiousniie VLAN
Database 1a=5 Domain se31 SCSI uasii Password

CISCO
 Vtp mod server
« Vtp domain SCSI
- Vtp password CISCO




Verify VLAN, VTP

« Shvlan
« asmaou VLAN Database #uudiginsaiiieg

« Shint trunk
* asnaoudeyaves VLAN #eiw Trunk port

« Shint {int name} sw
* asnasudeyaves Interface #iilonuforin VLAN luiFadn
- Sh vtp status

* asnaeumMitnuves VIP

Configuration Spanning Tree Protocol

- spanning-tree mode {pvst | rapid-pvst}
o fmuanasguildlunsflestu Loop

- spanning-tree vlan {Vlan Range} priority {0-61440}

* fmuas Priority vu Switch #e VLAN

o dedumsaeuilall VLAN 1-100 iim Priority flu 9600
 spanning-tree vlan 1-100 priority 9600

« Int {interface name} {interface number}

+ Spanning-tree portfast {disable}

 Wlumsaeuilald Interface uumﬂuiﬂuﬂ Port Fast wi iilethoan

szeznanlumsnsvaey LOOp (N &ameRumsdesunios Host i
i laeiy Switch deiues smazinlimaiauves STP fanaa

14)

10/02/53



Verify Spanning Tree Protocol

- Sh span

- Sh span sum

- Sh span vlan {vlan id or range}
- Sh span detail

e asnaevamuy STP

« Sh run

* asmaou port fast

Router unnecessary service

» No cdp run

- No tftp-server {type of request}
» No service pad

» No service tcp-small-servers
« No service tcp-keepalives-in
» No service tcp-keepalives-out
 No service domain-name

» No ip redirect

 No ip unreachable

» No ip http server

» No ip source-route

» No ip proxy-arp
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Standard Access Control List

« Access-list <1-99> {deny | permit |remark}
{Address | Any |host} {wild-card} {option log}

* deduminouiladis ACL Number 1 Tasl¥eyanamme
192.168.1.0/24 laslaa ACL uu Interface Fao/0
inbound

« Access-list 1 permit 192.168.1.0 0.0.0.255

- Intfao/o

- Ip access-group 1 in

Extend Access Control List

« Access-list <100-199> {permit | deny | remark}
{Protocol ID | ip Etcp | udp} {source address}
{source wild card} {option source port} {destination
addr}ess} {destination wild card} {option destination
port

* deduminouiln ACL number 100 eyana Source IP
192.168.1.0/24 Wasdemmz 192.168.2.0/24 Taslduu
Interface Serial 0/0 v outbound

 Access-list 100 permit ip 192.168.1.0 0.0.0.255
192.168.2.0 0.0.0.255

- Intso/o

« Ip access-group 100 out
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Extend Access Control List

* fesumsneuiln ACL number 101 Ioyana
192.168.10.0/24 aunsoauldus Internet Taslduu interface
fao/0 v inbound

 Access-list 101 permit tep 192.168.10.0 0.0.0.255
any eq 80

» Access-list 101 permit tcp 192.168.10.0 0.0.0.255
any €q 443

- Int fao/o

- Ip access-group 101 in

 wnomg TCP 80 1y HTTP uaz TCP 443 flu HTTPS uslu
sl lFnueTanisezdes Allow Service DNS &6 (UDP 53)

Name Access Control List

ip access-list {Standard | Extend} {Name}
{permit | deny | remark} sennsz Tenfinneuilaauing
fedumsasuila ACL viia Extend Tasmseyanamwz HTTP
wazl¥3e HTTP-Permit

ip access-list extend HTTP-Permit

 Permit tcp any any eq 80
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Monitoring ACL

- Ship access-list

« Sh run

« Sh run int {name interface}

- Sh time-range 14lunsdifivn ACL Timing

Network Address Translation (Static)

- Ip nat inside source static {Local-IP} {Global-IP}

« Ip nat inside

« Ip nat outside

* dpdumsnouila Static NAT Taomlasnn 192.168.1.1 il
203.149.1.1 uazl% Fao/ 0 uils WAN uaz Fao/1 iifluils LAN

- Ip nat inside source static 192.168.1.1 203.149.1.1

- Int fao/o

 Ip nat out

- Int fao/1

- Ipnat in
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Network Address Translation (Dynamic)

- Ip nat pool {pool-name} {Start Global IP} {End
Global IP} netmask {subnet mask}

« Create ACL for Allow NAT

- Ip nat inside source list {ACL Number} pool
{pool-name}

- Ip nat inside

- Ip nat outside

Network Address Translation (Dynamic)

* ¢odnzilumsi Dynamic NAT luss IP 202.170.111.1 —
202.170.111.2 mask 255.255.255.252 Tagoyanalinme
192.168.1.0/24 s NAT 1dwniu uaz Pool Name flu Group1

+ Access-list 1 permit 192.168.1.0 0.0.0.255 (1w Permit
any siiesnnezi i iaunsa Remote Access ginsalld)

« Ip nat pool Group1 202.170.111.1 202.170.111.2 mask
255.255.255.252

« Ip nat source list 1 pool Group1

- Intso/o

¢ Ip nat out

- Intfao/o

« Ip natin
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Port Address Translation (PAT)

* Create ACL

« Ip nat inside source list {ACL-Number} interface {name
of interface outside} overload

- Ip nat inside

- Ip nat outside

* o1 mah PAT vuint s0/0 dailu outside nazoyapaliinmg
192.168.10.0/24 1% PAT 'dwiniu

+ Access-list 1 permit 192.168.10.0 0.0.0.255

- Ip nat inside source list 1 int serialo/o overload

- Intso/o

« Ip nat out

- Intfao/o

- Ipnatin

Point to Point Protocol Authentication

« Username {remote host-name} password
{password}
« Interface serial {number of Serial interface}

« Encap ppp

« ppp authen {chap | pap | chap pap | pap chap}

* dodwziiuns config PPP uazvi authentication CHAP
password SCSI d» Host #assthuaziiu R2

» Username R2 password SCSI

- Intso/o

« Encap ppp
« Ppp authen chap
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Frame Relay

Int serial {number of serial interface}

Encap frame-relay

Frame-relay interface-dlci {DLCI Number}
Frame-relay Imi-type {Cisco|Ansi|q933}
Frame-relay map ip {next-hop ip address} {DLCI
Number} {CISCO | ANSI} broadcast
fetuilumsaeuilnlf MAP IP 192.168.1.1 su DLCI 100
Int so/o

Ip add 192.168.1.2 255.255.255.252

Encap frame

Frame-relay interface-dlci 100

Frame-relay Imi-type cisco

Frame-relay map ip 192.168.1.1 100 cisco broadcast
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- Introduction to TCP/IP 4’0{’{’

- Subnetting,Variable Length Subnet Masks(VLSMs),and Troubleshooting TCP/IP
- Internetworking Operating System(I0S)

- Managing a cisco internetwork

- Layer 2 Switching and Spanning Tree Protocol (STP)

- Virtual LANs (VLANSs) , VTP, inter-VLAN routing

- Wide Area Networks

- IP Routing , Static route , Default route , RIP , EIGRP, OSPF

- Security ( ACL ), Standard Access Lists , Extended Access Lists, Named ACLs
- Network Address Translation (NAT), Static NAT , Dynamic NAT , PAT (Overloading)
- Cisco's Wireless Technologies
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SIAM-CSI CCNA Course Training Outline

CCNA Day 1

Introduce Networking
TCP/IP Model
Application Layer
Transport Layer
Network Layer

Data Link Layer
Physical Layer

IP Address Structure
IP Address Calculate
Ethernet Technology
Cable Type
Configuration 10S
DHCP Configuration
Lab Configuration

CCNA Day 2

« i
-l.-'.
Ty ]
-1I.‘.-

Introduce Router Function
Static Route

Dynamic Routing Protocol
Distance Vector Protocol
Routing Table Structure
RIP Version 1

RIP Version 2

EIGRP

OSPF

LAB Configuration

SCSI

SIAM CONSULT SYSTEM INTEGRATOR

CCNA Day 3

- Introduce Switch Function

- Switch Transmit Mode

- Switch Learning Address

- Spanning Tree Protocol

- Rapid Spanning Tree Protocol
- PerVILIAN Spanning Tree +

- VLAN Overview

- 802.1Q Frame

- ISLEncapsulation

- Configuration VLAN

- VLAN Trunking Protocol

- Routeron Stick

- Security Overview

- Access Control List

- Network Address Translation
- Wireless Overview

- Wireless Technology

- Wireless Roaming

- Wireless Controller

- Wireless Security

CCNA Day 4

- WAN Overviews

- WAN Technology

- Modem Transmission

- WAN Data link Protocol
- DSLTechnology

- Point to Point Protocol
- PPP Authentication

- Frame Relay Technology
- Frame Relay Topology
- Virtual Private Network
- IPv6

- Deploy IPv6



	SCSI-Command-Guide.pdf
	promotion.
	CCNA Couse Outline

